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Introduction 

Emerging Technology always needs emerging.  The JAVA and .NET technology cover a great 

deal of technologies and standards, both are evolution of existing application server technology 

used to build enterprise application. The .NET is a product strategy, J2EE (based on JAVA 

programming language) is a standards. Both the technologies vendor enhanced the technologies 

by the mean of  

 Weight the importance application portability 

 Take stock of existing developer skills and infrastructure 

 Assess the complexity of the applications will be building 

 Investigate outside vendor support 

 Compute cost 

mailto:Rakesh.jha@symphonysv.com
mailto:rkjhaw@hotmail.com
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Abstract  

In present scenario so many framework, architecture, languages are available in market but 80% 

of large mainstream IT organizations rely on both .NET and JAVA technologies. JAVA and 

.NET are evolutions of existing application server technology used to build any enterprise 

solution.  Both the companies tout their products scalability, security, interoperability, speed, 

support for other products and more. In this paper we will try to see new features of JAVA and 

.NET, compare them, and relative strength of JAVA and .NET. Why one company opt JAVA 

while other go with .NET, where as some companies go with them together like Symphony 

Services. I’ll mention new features in both the technologies in terms of security, interoperability, 

performance, speed, features, easiness, availability of resources, cost to company, and 

functionalities available and in future they added to it.  

Herewith I’ll describe superpackages, while I’ll give a brief description of few other emerging 

of JAVA technology. 

Emerging of JAVA 

Here we will cover the few new features of JAVA, also known as mustang. Fifteen years of age 

but going on fifty, JAVA is quickly moving into new arenas: Peer-to-peer, open source, wireless, 

and embedded applications, to name just a few. It’s easy to lose track of where the language is 

going, because it seems to be headed everywhere at once. The JAVA platform reached a new 

level of maturity. The JAVA programming language adopted more quickly than any other 

standard programming languages and JAVA has been recognized by most corporations due to 

emerging features, easy to implements and supports. 

The JAVA company’s goal is to give customers choice of vendor products and tools, and to 

encourage best-of-breed products to emerge through competition. Some important features of 

JAVA -  

 Modularity 

Mechanism for superpackages, which define a development time module above 

the package level. Superpackages contain multiple classes and packaged and 

specify which are public. 

 Security 

Introduce XML-DSIG (XML –Digital Signature) APIs for creating and 

manipulating digital signatures. 

 JAVA Kernel 

 Swing 

o JDatePicker component 
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o Baseline/gap APIs 

o Improve Swing drag-and-drop 

o JTable sorting, filtering and highlighting 

o Swing worker 

o Text component printing 

 Reified Generics 

 Annotations on JAVA Types 

 Short instance Creation 

 NIO2 

Is an extension and completion of the original NIO added in JAVA 5. NIO2 

provides completion of asynchronous  APIs on sockets and files, a new filesystem 

API with better support for attributes and filesystem-specific features, and a 

number of smaller items such as multicast support, ―big‖ buffers etc. 

 Language-level XML 

 Invokedynamic 

Interpreted loosely typed languages like Ruby, Python, JAVAScript, etc are being 

implemented on the JVM and have a critical issue due to the dynamic nature of 

their classes and instances. 

 JMX 

Defines JMX 2.0, which updated JMX to improve usability, new annotation, and 

federated JMX server support and also support for new JMX Remote API 

connector using web services. 

 Management and Monitoring 

o Generalized lock monitoring 

o Generalized MBean descriptors 

o Generic annotation for MBean descriptor contents 

o MXBean 

 Net 

o Internationalized domain names 

o Internationalized resource identifiers 

o Programmatic access to network parameters 

o Simple HTTP cookie manager 

 VM 

o Compressed 64-bit object pointers: A technique for compressing 64-bit pointers to 

fit into 32 bits, which decreases memory and memory-bandwidth consumption 

and thereby improves performance (MV level features) 

o Garbage-First GC(G1) : A new Garbage Collector that promises to achieve lower 

pause times and better predictability than the current CMS collector 
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o Small language enhancements: A set of small language changes intended to 

simplify common, day-to-day programming tasks. 

o Upgrade class-loader architecture 

 Core 

o Upgrade class-loader architecture  

o Method to close a URLClassLoader 

o Unicode 5.1 

o Concurrency and collections updates 

 Client 

o XRender pipeline for JAVA 2D 

o Forward-port 6u10 deployment feature 

o Create new platform APIs for 6u10 graphics features 

o Nimbus look-and-feel for Swing 

 Web 

o Upgrade the JAXP, JAXB, and JAX-WS APIs to the most recent stable versions 

 

Emerging of .NET 

Microsoft.NET is product suite that enables organizations to build smart, enterprise-class web 

services. .NET offers language-independence and language-interoperability. This is one of the 

most intriguing and fundamental aspects of the .NET platform. A single .NET component can be 

written in VB.NET, .NET version of Visual Basic, and C#. Microsoft claiming that 

interoperability is more important than portability; Microsoft now tells users that .NET-based 

applications can share information with applications running on other platforms through web 

services. 

 

Core new features and improvement: 

 Diagnostics and Performance: - Now we can get processor usage and memory usage 

estimates per application domain. 

 Garbage Collection: - .NET 4 provide background garbage collection. 

 Dynamic Language Runtime (DLR): - It adds a set of services for dynamic languages 

to the CLR. The DLR makes it easier to develop dynamic languages to run on the .NET 

framework and to add dynamic features to statically typed languages. 

 Covariance and Contravariance: - Several generic interfaces and delegates now 

support covariance and contravariance. 
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 Tuples: - The .NET framework 4 provides the System.Tuple class for creating tuple 

objects that contain structured data. It also provides generic tuples classes to support 

tuples that have from one to eight components. 

 File System Enumeration Improvements: - improve the performance of applications 

that access large file directories or that iterates through the lines in large files. 

 Memory-Mapped Files: -  supported by .NET 4 

 Design-time-Only Interop Assemblies: - no longer have to ship primary interop 

assemblies (PIAs) to deploy applications that interoperate with COM object. In .NET 4 

compiler can embed type information from interop assemblies, selecting only the types 

that an application actually uses, and more….  

 Security :- The design is meant to address some of the vulnerabilities, such as buffer overflows, 

that have been exploited by malicious software. Additionally, .NET provides a common security 

model for all applications. 

 

An analogy between J2EE and .NET technologies in Table 1. This table only showcases the 

similarities—We will get to the differences in a few moments.  

 

Feature JAVA .NET  

Type of technology  Standard Product 

Middleware Vendors 30+ Microsoft 

Interpreter JRE CLR 

Dynamic Web Pages JSP ASP.NET 

Middle-Tier 

Components 
EJB .NET Managed Components 

Database access JDBC SQL/J ADO.NET 

SOAP, WSDL,  

UDDI  
Yes Yes 

Implicit middleware 

(load-balancing, etc) 
Yes Yes 

 

http://en.wikipedia.org/wiki/Buffer_overflow
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superpackages in JAVA  

 

A superpackages is a collection of packages, sub-packages, and classes with defined access 

control restrictions. All related packages can be grouped into a super package and types are 

accessible to the outside world or to another super package only when they are exported 

explicitly, i.e. it is language construct for information hiding. Once the project grows beyond 

that, you may find yourself forced to make implementation classes public in order to access 

them from multiple packages in the project. That loses the benefits of information hiding.  In 

JAVA, we achieve information hiding by declaring types (classes and interfaces), methods, 

and fields with non-public access modifiers. . The access control rules are defined in the JLS 

and JVMS and are enforced by javac at compile time and the virtual machine at runtime. 

These low level mechanisms are very reliable and also serve as the foundation of JAVA 

platform security.  

The goals of superpackages are -  

 Extend the access control model defined by the JLS and JVMS to accommodate projects 

larger than a single JAVA package  

 The extensions to the access control mechanisms should be simple and consistent with 

the existing model  

 Access control information should be declared in JAVA source files so it can be 

processed and enforced by javac.  

 Enable the new model to serve as the basis for deployment modules, but it should also be 

usable on its own without requiring modifications to the deployment mechanisms. 

Solution  

The loses the benefits of information hiding will rectify by superpackages. Unlike packages, 

superpackages are explicitly declared in a JAVA source file. They are compiled by Javac into a 

.module file (cf. class file). At runtime, the module file is loaded by the VM, which uses it to 

enforce access control. It is also reified via a reflective API similar to JAVA.lang.Class.  

As a rough analogy, you could think of a superpackage as a grouping of related packages similar 

to how a package is a grouping of related classes. Where today classes have either public or 

default (package private) access, for code that uses superpackages there will be exported public, 

non-exported public ("superpackage private"), and default (package private) access levels.  

For practical purposes, attempting to access a non-exported class from outside its defining 

superpackage will result in the same behavior that is observed today when attempting to access a 

package private class from outside its defining package. . Public types can be declared as 

exported to make them accessible outside the superpackage. Public types in a superpackage that 

are not exported are accessible only to other types in the superpackage. A type can be a member 

of at most one superpackage.  

http://java.sun.com/docs/books/jls/
http://java.sun.com/docs/books/vmspec/
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A superpackage is declared in a JAVA source file. It defines:  

 superpackage name  

 members, a list of packages and superpackages  

 exported members, a list of classes and superpackages  

 metadata in the form of annotations  

A superpackage contained within another superpackage is called a nested superpackage.  

This source file is processed by a JAVA compiler similarly to other source files. The result of 

the compilation is a .superpackage file, analogous to a .class file. The format of the superpackage 

file is TBD. 

Example1 :-  

// Declare the superpackage 

superpackage example.foo.myapp { 

 

    // all types in the listed packages are members of this superpackage 

    member package example.foo.myapp, example.foo.myapp.processing; 

 

    // list of exported types 

    export example.foo.myapp.Main, example.foo.myapp.Helper; 

 

} 

File example/foo/myapp/Main.JAVA  

package example.foo.myapp; 

 

public class Main { 

    public Main() { ... } 

} 

File example/foo/myapp/Parser.JAVA  

package example.foo.myapp; 

 

public class Parser { 

    public Parser() { ... } 

} 

 

 

 

 

Example2: - 
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super-package.JAVA  

superpackage com.myorg.myApp.ui 

{ 

 member package com.myorg.myApp.ui.swing; 

 

 member package com.myorg.myApp.ui.html; 

} 

super-package.JAVA  

superpackage com.myorg.myApp.model 

{ 

 member package com.myorg.myApp.model.swing; 

 

 member package com.myorg.myApp.model.html; 

} 

 

super-package.JAVA  

super package superpackage com.myorg.myApp 

{ 

 member superpackage com.myorg.myApp.ui; 

 

 member superpackage com.myorg.myApp.model; 

} 
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Introduce XML-DSIG (XML –Digital Signature).  

APIs for creating and manipulating digital signatures. XML digital signatures will enable a 

sender to cryptographically sign data, and the signatures can then be used as authentication 

credentials or a way to check data integrity. XML signatures can be applied to any XML 

resource, such as XML, an HTML page, binary-encoded data such as a gif file, and XML-

encoded data. The standout feature of the XML digital signature is its ability to sign only specific 

portions of the XML document.  

Because XML technology has become an integral part of web-based business applications, it is 

critical that applications meet the security requirements of data integrity, nonrepudiation, and 

endpoint authentication. The JAVA XML digital signature implementation provides the 

infrastructure to meet these security requirements. 

Three types of XML signatures:  

 Enveloped 

 Enveloping 

 Detached 

Enveloped Signature:- An enveloped signature is the signature applied over the XML content that 

contains the signature as an element. The Signature element is excluded from the calculation of the 
signature value.   

 

Enveloping Signature: - An enveloping signature is the signature applied over the content 

found within an Object element of the signature itself. The object or its content is identified 

through a Reference element by way of a Uniform Resource Identifier (URI) fragment identifier 

or transform.  
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Detached Signature: - A detached signature is the signature applied over the content external to 

the Signature element, and it can be identified by way of a URI or a transform. The signed XML 

resource can be present within the same document as the Signature element, or it can be external 

to the XML document.  

 

In order to generate an XML signature, the digest of the canonicalized target elements identified 

by references is computed 

 

XML Signature Validation 

The XML signature validation takes place in two steps. The first step is to verify the digest of 

each of the references. The second is to verify the cryptographic signature over the SignedInfo 

element.  

 

 

The JAVA XML Digital Signature APIs define the following packages:  

 JAVAx.xml.crypto 

 JAVAx.xml.crypto.dsig 

 JAVAx.xml.crypto.dsig.keyinfo 

 JAVAx.xml.crypto.dsig.spec 

 JAVAx.xml.crypto.dom 

 JAVAx.xml.crypto.dsig.dom 
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Digital Signature Creation 
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Security in .NET 

.NET has its own security mechanism with two general features: Code Access Security (CAS), 

and validation and verification. Code Access Security is based on evidence that is associated 

with a specific assembly. Typically the evidence is the source of the assembly (whether it is 

installed on the local machine or has been downloaded from the intranet or Internet). Code 

Access Security uses evidence to determine the permissions granted to the code. Other code can 

demand that calling code is granted a specified permission. The demand causes the CLR to 

perform a call stack walk: every assembly of each method in the call stack is checked for the 

required permission; if any assembly is not granted the permission a security exception is 

thrown. 

When an assembly is loaded the CLR performs various tests. Two such tests are validation and 

verification. During validation the CLR checks that the assembly contains valid metadata and 

CIL, and whether the internal tables are correct. Verification is not so exact. The verification 

mechanism checks to see if the code does anything that is 'unsafe'. The algorithm used is quite 

conservative; hence occasionally code that is 'safe' does not pass. Unsafe code will only be 

executed if the assembly has the 'skip verification' permission, which generally means code that 

is installed on the local machine. 

.NET Framework uses AppDomains as a mechanism for isolating code running in a process. 

AppDomains can be created and code loaded into or unloaded from them independent of other 

AppDomains. This helps increase the fault tolerance of the application, as faults or crashes in 

one AppDomains do not affect rest of the application. AppDomains can also be configured 

independently with different security privileges. This can help increase the security of the 

application by isolating potentially unsafe code. The developer, however, has to split the 

application into subdomains; it is not done by the CLR. 

Security Changes in the .NET Framework 4 

There have been two major changes to security in the .NET Framework version 4. Machine-wide 

security policy has been eliminated, although the permissions system remains in place, and 

security transparency has become the default enforcement mechanism. 

Important :- Code access security (CAS) has not been eliminated, Security policy has been 

eliminated from CAS, but evidence and permissions are still in effect. A few permissions have 

been eliminated, and transparency has simplified the enforcement of security. 

Security improvements for Windows authentication in several classes, including 

System.Net.HttpWebRequest, System.Net.HttpListener, System.Net.Mail.SmtpClient, 

System.Net.Security.SslStream, and System.Net.Security.NegotiateStream. Extended protection 

is available for applications on Windows 7 and Windows Server 2008 R2.  

Secure Sockets Layer (SSL) support for the System.Net.Mail.SmtpClient and related classes. 

http://en.wikipedia.org/wiki/Code_Access_Security
http://en.wikipedia.org/wiki/Application_Domain
http://en.wikipedia.org/wiki/Process_%28computing%29
http://msdn.microsoft.com/en-us/library/ee191569.aspx
http://msdn.microsoft.com/en-us/library/system.net.httpwebrequest.aspx
http://msdn.microsoft.com/en-us/library/system.net.httplistener.aspx
http://msdn.microsoft.com/en-us/library/system.net.mail.smtpclient.aspx
http://msdn.microsoft.com/en-us/library/system.net.security.sslstream.aspx
http://msdn.microsoft.com/en-us/library/system.net.security.negotiatestream.aspx
http://msdn.microsoft.com/en-us/library/system.net.mail.smtpclient.aspx
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Support for a null cipher for use in encryption. You can specify the encryption policy by using 

the System.Net.ServicePointManager class and the EncryptionPolicy property. Constructors for 

the System.Net.Security.SslStream class now take a System.Net.Security.EncryptionPolicy class 

as a parameter. 

Credentials for password-based authentication schemes such as basic, digest, NTLM, and 

Kerberos authentication in the System.Net.NetworkCredential class. To improved security, 

passwords may now be treated as System.Security.SecureString instances rather than 

System.String instances. 

 

comparison on cryptography: -  

 

 

http://msdn.microsoft.com/en-us/library/system.net.servicepointmanager.aspx
http://msdn.microsoft.com/en-us/library/system.net.servicepointmanager.encryptionpolicy.aspx
http://msdn.microsoft.com/en-us/library/system.net.security.sslstream.aspx
http://msdn.microsoft.com/en-us/library/system.net.security.encryptionpolicy.aspx
http://msdn.microsoft.com/en-us/library/system.net.networkcredential.aspx
http://msdn.microsoft.com/en-us/library/system.security.securestring.aspx
http://msdn.microsoft.com/en-us/library/system.string.aspx
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Comparison on User Authentication and Authorization 
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Conclusion: - Java offers a lot of advantages with its configurability. When it comes to code 

containment, both platforms have pretty strong offerings, with .NET having slightly more 

choices and being more straightforward to use. 
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Permissions Summary on JAVA & .NET  

Resource Restricted Operations Java Permissions .NET Permissions 

 

 

 

File System 

Read/write/execute/delete files FilePermission FileIOPermission, 

SecurityPermission 

Append 

Access information on path itself 

No separate permissions 

(append = write) 
FileIOPermissionAccess 

(Append, PathDiscovery) 

Access data in current directory from 

executing program 

No separate permissions 

(append = write) 
IsolatedStoragePermission 

Network Accept/connect/listen/resolve a host 

at an 

optional port range 

SocketPermission SocketPermission 

 

 

Display 

Show an applet-created window 

without 

warning, restrict access to event 

queue 

AWTPermission Events handled differently 

without special permissions 

Controlling different properties of a 

window 

(e.g., setting caption, hiding cursor) 

Not provided UIPermission.Window 

 

 

Reflection 

Use of reflection ReflectPermission ReflectionPermission 

Reflection on visible or invisible 

members 

of a type 

ReflectPermission ReflectionPermission 
Different flag values control 

the 

level of use 

System 

clipboard 

Read/write clipboard (all or nothing ) AWTPermission  UIPermission.Clipboard 

Read clipboard (write unrestricted) Level of control not 

provided (all or nothing) 
UIPermission.Clipboard 
(OwnClipboard) 

 

Threading 

Control threads RuntimePermission SecurityPermission 

Control any thread, code’s own 

threads, 

control a group of threads 

RuntimePermission 
Different target values 

control level of privileges 

Threadpool provides safety 

through implementation 

 

 

 

Database 

Set the logging stream of SQL 

actions 

SQLPermission Logging can be configured 

through registry or provided 

tools  

Allow blank passwords for a 

database user, access databases 

Specific database API not 

included by default 

OdbcPermission, 

OleDbPermission, 

OraclePermission, 

SqlClientPermission 

 

Printer 

Print RuntimePermission  PrintingPermission 

Printing to any printer (default only) 

and 

through restricted print dialog boxes 

All or nothing restriction 

by 

RuntimePermission 

PrintingPermission 

Platform 

Specific 

Read/write/delete registry 

keys/values 

Resource not exposed 
(no permission needed) 

RegistryPermission 
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JAVA Kernel  

 
The idea is to create a 'minimal' JRE which has enough code to run 

System.out.println("Hello world!"). This minimal JRE has a few tricks up its sleeve, of 

course. It can detect when you try to access a class, such as JAVAx.swing.JFrame, which isn't 

currently installed. It will then go download and install a "bundle" containing the required 

functionality.  

Implement JAVA as a small kernel, then load the rest of the platform and libraries as needed, 

with the goal of reducing startup time, memory footprint, installation, etc. solve the JRE 

deployment and performance issues that have hindered the adoption of JAVA rich clients. This 

feature allows the JRE to be segmented into small bundles, each of which downloads and installs 

quickly.  The first bundles provide just enough of the JRE to run a simple "Hello World" 

program.  JAVA Kernel will then proactively downloads and install the remaining bundles.  The 

major benefit of this approach is that the user doesn't have to wait for a large JRE download 

before running a JAVA or JAVAFX Script program, because the bundles that are needed by the 

program are downloaded in the background as the program is starting up. 

The Kernel installation is expected to satisfy the requirements of most JAVA applets and 

applications, and any additional libraries that may be required at runtime are downloaded to 

complete the JAVA Kernel installation. This installation mechanism lets the end user get up and 

running significantly faster, while the complete JAVA Platform installation takes place in the 

background. 

 

Still not small enough 

Take a look at one of the core, absolutely essential files in JAVA 6: jvm.dll. This is (obviously) 

the JVM itself, needed to run all JAVA code. It's 2.3MB. And that doesn't include any classes, 

launchers, the installer, the JAVA Plug-In, JAVA Web Start, or any of the other essential JRE 

features. 

 

Bundle 

The Kernel JRE is currently divided into a hundred or so different bundles. These bundles 

generally follow package boundaries -- if you touch any class in (say) JAVA.rmi, the entire 

JAVA.rmi package will be downloaded. This means you'll end up downloading more classes 

than strictly necessary to run your program, but the alternative, downloading classes one-by-one, 

would be ridiculously slow due to all of the individual HTTP requests involved. JAVA Kernal 

feature trying to strike the proper balance between reducing the number of bytes downloaded and 

reducing the number of HTTP requests made. Some bundles involve more than one package. 

JAVAx.swing, for example, is entirely useless without JAVAx.swing.event and several other 

packages. Since they are so tightly interconnected, they are packaged together into a single 

bundle. A few bundles don't cleanly follow package lines. In JAVA.awt, for example, it makes 

sense to separate out the subset of AWT used by Swing programs. A Swing program isn't likely 

to touch AWT components like JAVA.awt.Button, have a separate bundle (internally named 

JAVA_awt_core) which includes only the AWT classes that a typical Swing program would use. 
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Critical Trends 

Companies, focused on a more robust and secure solution that will manage more data, tend to 

choose JAVA. Companies that need a solution faster, and with less business complexity, tend to 

choose .NET.   

A Forrester Research study in September 2004, in which 322 software decision-makers were 

questioned in reports that J2EE is stronger than .NET in industries such as utilities, telecom, 

finance and insurance. .NET, on other hand, is stronger in manufacturing, retail and wholesale, 

media, business services and the public sector.  The Report’s author, Randy Heffner, writes that 

―Firms that spend a higher percentage of revenue on IT are more likely to do the majority of 

development on J2EE. And .NET is more often the focus at companies facing weak business 

climates.‖ Report also reported that more than half of the surveyed firms were using both J2EE 

and .NET. 

1. California based Pacific Life, says his life insurance division didn’t consider 

JAVA because the divisions id ―pretty heavily invested in Microsoft. 

2. The Home Depot Inc. in Atlanta, ―JAVA ran equally well on all of our 

hardware.‖ Says senior IT manager Curtis Chambers. 

3. Training cost, time, initial lost productivity and risk are factored into equation, 

says Gartner analyst Joseph Feiman 

4. Heffner  says there are ―more knobs to turn‖ in a JAVA environment. But for 

complex, high-volume applications with lots of business rules. 

5. Natis  an analyst from Gartner says, J2EE may continue to be the preferred choice 

for highly scalable, mission-critical solution and .NET may make more sense for 

applications that need a low-cost, quick turnaround. 

6. USA based Insurance company  says that they will go with .NET because six of 

five implemented. 

So option to choose either JAVA or .NET is based on some criteria  

1. Costing to company 

2. Skill and infrastructure available 

3. Clients requirement 

Java developers use IDE like Eclipse,Netbeans etc. whereas Dotnet Developers use Visual 

Studio and Visual studio 2008 being the latest one and Visual Studio 2010 in the Beta2 

stage.Dotnet for sure will enable the developers to achieve the same task to be done with its 

peers with less Code and time than others.ComputerJobs.com moved from Cold Fusion to 

ASP.NET and reports gains in performance (4x), productivity, and server efficiency(Source : 

http://forums.asp.net/t/75749.aspx) . There are even Many More such recent implementations 

wherein .NET has provided much better performance the earlier one. 

 

 

 

http://www.ginktage.com/?p=8
http://www.ginktage.com/?p=8
http://www.dzone.com/links/application_compatibility_series_on_windows_7.html
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Conclusion 

Each and every day companies enhances product, features, easiness, better look-and-fill, based 

on client requirement, market requirement, competition, that means emerging technology needs 

emerging always. 
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